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President’s Message
John D. Mahilo, D.D.S.

It is with a humble heart that I have the
great honor of serving as the 125th
president of the Columbus Dental
Society. I would like to thank all of the
prior presidents for their leadership
beginning with Dr J.B. Beauman in 1896 through Dr
Kyle Bogan who is completing his current term. What
a fabulous history and tradition. I am committed to
continue in this tradition of service to both the dental
community and the general public.
I am constantly impressed by the history of
leadership that has evolved from the members of
the Columbus Dental Society. We have provided
numerous leaders to the Ohio Dental Association
and American Dental Association. Most recently our
own Dr. Sharon Parsons served as ODA president
during the COVID-19 pandemic. Her leadership to
our membership during this challenging time was
unsurpassed. We are indeed fortunate to have
members like Dr. Parsons among us. Not only is the
CDS the largest of 25 dental societies representing
over 4500 dentists in Ohio, but it has consistently
had the greatest influence on the direction of the
ODA and is well represented within the American
Dental Association. We are indeed fortunate to own
our own facility and have an experienced Executive
Director and skilled Office Manager in Michael O’Toole
and Michelle Janetski. I am forever grateful for the
members who volunteer their time and skills to serve
as Officers of our Society, as members of the Board
of Directors, members of our many committees, as
delegates to our annual sessions, and in so many
other very important ways. Thank You All!
Our society’s integration of private practice and
academic practitioners has a long history with
numerous faculty members of The OSU College

of Dentistry serving as president and committee
members of the CDS. Currently we are fortunate
that the Dean of the OSU College of Dentistry, Dr.
Patrick Lloyd, is very active in keeping our members
apprised of the activities of the OSU College of
Dentistry and how it impacts our members. Our
relationship with the OSU College of Dentistry has
never been stronger. The importance of this cannot
be overstated as the OSU College of Dentistry is the
4th largest public Dental School and has over 11,000
living alumni, many located in central Ohio.
Looking towards 2021, we are all hopeful that we
can turn the corner on the COVID-19 pandemic.
Dr. Bogan has made phenomenal progress with the
society in spite of the challenges presented by the
ever-changing landscape created by the pandemic.
I aspire to continue in that direction. I personally
hope to encourage even more participation from our
membership to serve on committees so that we can
provide more support to our members. Please make
a personal commitment to become involved. We
must band together to solve the challenges that will
be presenting themselves post-COVID-19. We must
reach out and help one another. I hope that we can
resume in-person membership meetings, continuing
education meetings, as well as society social events
in the very near future. It has been challenging doing
all of these things via email, webinars, and Zoom
meetings. I miss the pre-March 2020 days.
As I like to say, we must all paddle in the same
direction to get to where we are going…..so let’s all
get in the boat and paddle!
John D. Mahilo, D.D.S.
President, Columbus Dental Society
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Past President’s Message
Kyle Bogan, DDS, FAGD

Members of the Columbus Dental Society,
As I wrap up my year as President of the Columbus
Dental Society, I want to let all of you know that
your executive council and board of directors have
worked hard this year—in a virtual environment—
to guide our association during the COVID-19
pandemic. As we close out 2020 our association is
strong both in membership and finances.
Despite many of our social and general membership
activities needing to be cancelled this year, our
CDS team has worked tirelessly behind the scenes
to ensure that our 2-hour and 7-hour radiology
courses could still operate in a safe manner. Those
courses have been a huge success this year.
Thank you to Michael and Michelle for your tireless
work this year to keep our association moving
forward.

I also want to say another huge
Thank You to our very own Sharon
Parsons who was an outstanding
representative for the dentists of Ohio
this year. I know she got much more
than she bargained for when she stepped into the
president seat at the ODA, but we were so lucky
to have her leadership. Sharon, thank you for your
dedication to dentistry.
The one thing I believe that we can all agree on
as we reflect on dentistry in 2020 is that the value
of our membership in the tripartite of organized
dentistry has never been more apparent. The work
that was done on our behalf at the national and state
levels of organized dentistry has been paramount in
the ability of our profession to continue to navigate
these changing times. I encourage each and every
one of you to not only renew your own membership
in a timely manner this year, but also to encourage
all of your colleagues to renew/join our ranks. Our
continued strength in numbers will ensure that
dentistry has a voice in years to come.
Finally, I want to thank you for the privilege to
represent this great society as your president this
year. It has truly been an honor! While I won’t get to
greet you at our annual holiday party this year, I hope
all of you have a wonderful holiday season and I look
forward to seeing you all again soon.
Thank You!
Kyle Bogan, DDS, FAGD
Past President,
Columbus Dental Society

CDS Executive Director, Michael O’Toole
presenting the President’s plaque to
Dr. Kyle Bogan for his service as CDS
President 2020
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How the College of Dentistry
Remained Open During The Pandemic
By Patrick M. Lloyd, DDS, MS, OSU College of Dentistry

As with most dental offices throughout Ohio, the
college’s first step in the early days of the COVID-19
pandemic was to temporarily stop providing elective
dental treatments. Student practitioners were sent
home to shelter in place while a small number of
faculty, residents, and staff remained to provide
dental care to patients with emergent needs. Along
with the rest of the nation’s healthcare facilities,
the college was faced with a shortage of personal
protective equipment and infrared thermometers.
An appeal was made to dentistry’s alumni, and they
came through by donating enough thermometers
to support the health checks required to detect
symptoms of the virus.
The next major shortage the college experienced
was one that the entire nation was forced to deal
with as N95 respirator masks became increasingly
unavailable. Through collaborative efforts with Ohio
State’s Wexner Medical Center and the university’s
Environmental Health and Safety unit, a respiratory
protection program was established and the
college’s dental healthcare employees were soon
“fit tested” for N95 respirators. The medical center
provided the much-needed respirators and included
the college in its collaboration with Battelle’s N95
respirator re-sterilization program. Face shields,
exam gloves, and gowns were other critical items in
high demand, and the medical center also shared
those with the college in sufficient quantities to safely
protect its clinical employees.
The College of Dentistry’s Dean Patrick Lloyd
commented on the medical center’s generosity by
saying, “That partnership helped us turn the corner
in the first few weeks of the pandemic. As we
began running out of our normal supply of personal
protective equipment, our medical colleagues

stepped up and met the need by giving us the
equipment that was vital in our ability to continue
providing patient care. Their help came just in time.”
After acquiring enough personal protective
equipment to continue functioning, the college
began assessing ways to enhance every aspect
of its facilities’ safety. An array of Ohio State’s
experts were consulted, including infectious disease
specialists; epidemiologists; air-flow engineers;
personnel from the university’s facilities and
buildings office; and a consultant from an Ohiobased environmental, health, and safety company.
This health and safety team was given the task of
studying the college’s clinical spaces and outlining
ways to safely continue providing the full scope of
dental services.

“Open bay” operatories prior to retrofitting
Continued on next page
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Dean Lloyd said, “Even though COVID-19 presented
a challenge that hadn’t been seen since the flu
pandemic a hundred years ago, many of us in the
dental profession felt we had some advantages in
dealing with the crisis. Decades earlier, dentists in
the U.S. had implemented advanced health and
safety measures that included wearing gloves,
masks, and even face shields when we were
dealing with such infectious diseases as AIDS.” He
added, “Regarding COVID-19, we knew what to do
to care for our patients and prevent the spread of
infection, but we needed advice from experts who
could give us specific data and detailed plans we
could use to move forward.”
The college’s team of consultants completed an
intensive review of the dental clinics and presented
a plan: retrofit the walls of the student and resident
operatories to raise them from chest- to ceilingheight and hang hospital-grade curtains at each
operatory entrance. These actions would create
contained treatment areas that conform to guidelines
from the Centers for Disease Control and Prevention

6 | CDS
NOW

Operatories after retrofitting with
floor-to-ceiling glass and plexiglass
barriers; hospital-grade curtains; and
extraoral HEPA filtration units
Continued on next page
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(CDC) to help prevent the spread of COVID-19.
Additionally, the team recommended that the
college install high-efficiency particulate air (HEPA)
filters in each operatory where aerosol-generating
procedures would be performed. The filters would
further keep patients and practitioners safe by
removing aerosol and spray particles from the air
around them.
Retrofitting a total of 202 operatories was an
enormous undertaking—one that took several
months. But as spaces were completed, patient
visits were increased and the number and variety of
procedures performed increased as well. In close
consultation with university leadership, the college
became the first at Ohio State to bring students
back to campus following the suspension of classes
and activities due to COVID-19.
“We worked for months to upgrade our clinics,”
Dean Lloyd said. “In the process, we completely
transformed our ‘open-bay’ operatories that were
standard in dental schools throughout the nation.
Now, they are treatment spaces that are well-

contained, well-equipped, and safe, even in the
midst of COVID-19.” He added, “It was a lengthy
and substantial undertaking, but these changes
have allowed us to continue caring for patients and
educating our students – which is what we are here
for.”
Today, the college’s dental clinics are fully
operational. And although the challenges of the
pandemic are still being navigated, the College of
Dentistry is committed to keeping its patients’ and
providers’ safety at the forefront of every decision.
Dean Lloyd summarized the college’s efforts since
the pandemic began in March. “We have learned
a great deal as we have met this crisis head on.
And we have implemented countless changes
throughout our college that have already enhanced
many aspects of what we do. In fact, we are already
assessing the adjustments and innovations that
we will continue to use even after the pandemic
has subsided so we can provide the safe and
outstanding dental care Ohioans need and deserve.”

A New Solution for Your Patients
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Make Sure You’re Protected
By Justin Baker, First Merchant’s Bank

2020 has been an unprecedented year in more
ways than one. We have seen the global COVID-19
pandemic disrupt and change many of the ways our
clients are conducting business. Some of our clients
were forced to temporary stop operating, some
were forced to shift to a more remote or hybrid work
model, and some were unfortunately forced to close
their doors.
As a result of all these changes, we have seen
increased attempts of fraud on our clients’ accounts.
In fact, statistics show that last year (2019), almost
80% of companies were at least targeted for some
type of payment fraud. With more people and
companies working from home, this number will
only increase. Oftentimes fraudsters take advantage
of unsuspecting individuals using email in an

WE CAN HAVE YOU STAFFED TODAY!

440.481.3131

DIRECT HIRE & TEMPORARY
STAFFING OPPORTUNITIES!

We Place Full Time & Temporary Dental Professionals
• Dentists
• Hygienists

• Dental Assistants
• Front Office Staff

• EFDA

NEW CLIENT OFFER!

$

15.00

Apply towards your next service.
Offer valid one time use only.

440.481.3131
DentalDynamicStaffing.com

ONE COMPANY, UNLIMITED POSSIBILITIES
DentalDynamicStaffing.com

@DentalDynamicStaffing

attempt to get them to click on a link or open up
an attachment. If this occurs, the entire company’s
computer system is susceptible and might be
subject to a ransomware attack that could cost
thousands of dollars to potentially remedy.
Other sources of fraud might consist of check fraud
whereby the fraudsters are able to get access to
account numbers and attempt to pass a fraudulent
check, or will use email in an attempt to get an
individual at a company to provide account number
information or trick the individual into a need for
updated account information. Unfortunately, once
checks are written and in the mail, there is often no
way to determine whose hands those might end
up in.
Despite all the increases in fraud occurring out in
today’s world, there are steps you can do to ensure
you’re better protected. The first, and probably best,
step is education, and making sure all employees
are aware of what’s out there. If they receive an
email that was not anticipated, have them follow
up with the vendor via a phone call to ensure its
authenticity. Often times, simply deleting an email
without clicking on any links or attachments could
help alleviate a potential fraud. Another step to
consider is using online banking, both on the
business as well as on the personal side. Take time
each day to log into your accounts and make sure
you don’t see anything suspicious. If so, alert the
bank immediately. Take advantage of alerts within
online banking that may alert you to activity not
common within your daily business or personal life.
There is no 100% fail-proof tool that can be used
to prevent fraud, but ensuring all teammates are
educated of what to look for and taking advantage
of technology can ensure your business is protected
and allow you to better sleep at night. Make sure
to talk with your bank to ensure you’re aware of the
tools they can arm you with to help mitigate fraud
and keep your business operating safe and sound!
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2020 — A Presidential Year
Like No Other
By Sharon Parsons, DDS, ODA Immediate Past President

It began as I would imagine all Presidencies do induction at the House of Delegates followed by a
wonderful Callahan Dinner honoring the awardees,
as well as the outgoing President. It was almost as
if there were a President’s playbook (which there is
not). David Owsiany and I presented to a few of the
Component Societies. David Kimberly and I gave
our Opioid presentation to the Akron Dental Society,
where it was filmed to be used in our online Opioid
presentation. On March 11, 2020, Dave Owsiany
and I presented to the W. D. Miller Dental Society
at the Alcove in Mt. Vernon. Little did I know, that
would be the last in-person presentation that I would
make. Three days later, on Saturday March 14,
while enroute to a baby shower, I received a phone
call from Dave Owsiany telling me that I needed to
be available for a conference call with the Governor
within the next hour. I managed to find a quiet enough
space at the shower and we found out that Governor
DeWine planned to announce that all “non-essential
services” in medicine and dentistry would need to be
postponed. What constitutes “non-essential”? Well,
that was for us and the Dental Board to figure out.
This is where the playbook, real or imagined, ended.
There was no prior precedent to follow. Talk about
being thrown into a panic! I kept flashing back to
Miss Prissy in “Gone with the Wind.” “I don’t know
nothing about pandemics and non-essential!” What
I did know was that there were people out there
more knowledgeable than me. That day, with the
help of Dave Owsiany, I assembled a Coronavirus
Task Force. We met, some of us in-person and
some virtually, the following day. Kumar Submaranian
graciously agreed to be part of the Task Force. I say
graciously because, as President of the Dental Board,
he was ultimately the one responsible for what was
recommended. He did not have to ask for or accept
our input. Luckily for us, he wanted it. It has not
always been this way with the Board. All of the Task
Force members gave freely and unselfishly of their

time. As you can imagine, it involved a great deal
of time.
In that first Task Force meeting, we ironed out what
would be termed “Essential.” At this point, it was only
a recommendation by the Governor. Unfortunately,
either by confusion or defiance, many did not follow
the recommendations, prompting me to send out a
letter to the membership that I thought would make
me one of the most hated dentists of all time. As
luck would have it, most of our membership and
nonmembers, appreciated the guidance. I actually
lost a lot of sleep over sending that letter! At about the
same time, the Governor changed “recommendation”
to “mandate” and thus, we were all but shut down.
The Task Force met often and we came up with the
recommendations for the shut-down, including staff
policies, guidance on Federal Grants and loans,
and PPE. It was such a scary time for all of us from
the standpoint of a little known, potentially deadly
virus, as well as financially. We tried to put out as
much information and reassurance as possible, in
all different forms. I just knew that as a solo business
owner and health care provider, I would want to know
as much as possible as soon as possible. So this is
the model that we adopted.
We found out that the Governor wanted a “back
to work” proposal from us about two days before
it was due, so there were a couple hard-working,
sleepless days. As luck would have it, the Governor
accepted our proposal and “opened” dental offices
within a couple of days. We had been warned that
it would probably be about a month down the road,
so we were happy, but a little caught off guard. Now
the push was on to try to help practices get ready
to reopen in this COVID-19 era. Within a couple of
days, we put on two webinars. One was given by
Tom Paumier and the other by Purnima Kumar and
Kumar Submaranian. Both were excellent and were
open to all, including non-members. There have
Continued on next page
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been thousands of watches, including those from
other states. I am very proud of those webinars. The
recommendations adopted by the Dental Board are
absolutely on-point and working because there have
been no documented transferrals of the virus from
patient to dental staff or vice versa.
As far as COVID-19 goes, we are still in the same
mode and will be for a while. Despite the pandemic,
life went on at the ODA, albeit virtual. All of our
Councils and Committees still met and the business
got done. I was able to accomplish most of what I
set out to do. My Diversity and Inclusion Task Force
was a success. There were more people wanting
to participate on it than there were spots. At the
ODA House of Delegates, a resolution passed
making Diversity and Inclusion a subcouncil of the
Council on Membership. There is still much work to
do and I am confident that it will be accomplished.
The Opioid Coalition met and it seemed that we
all learned a lot. The members from the Pharmacy
Board provided new information about prescribing
in Ohio and informed us that the new drug being
abused is Gabapentin. We will be meeting again and

will be setting goals. Some of them that have been
discussed are indeed both needed and lofty, but I
have a really good feeling about this group. They have
the potential to make real change.
This has not exactly been the Presidency that I was
expecting, but it is the Presidency that I was handed.
I was so looking forward to an in-person Annual
Session with amazing CE courses and a first time
Keynote Speaker, all orchestrated by our Annual
Session Committee led by Kyle Bogan. We had a
great band that was going to play at the Callahan
dinner. However, Dr. Kimberly, our current President,
has been very gracious and is sharing next year’s
Annual Session and Callahan with Kyle and me.
So I guess that this will give us all something to
look forward to for next year. Unfortunately, I have
experienced much worse in my life and maybe this
gave me a different perspective and allowed me to
remain relatively calm through it all. As I have said all
along, who you are in a crisis, is who you are. Thank
you to all of you for standing behind me. Please
continue to be your best selves.
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Is Your House In Order?

By Harry Kamdar, MBA, Executive Director, OSDB; E-mail: harry.kamdar@den.ohio.gov

I was blessed to have grown up in a loving and
caring home. Mind you, it was nothing fancy. As
a son of immigrants, my parents were of meager
means and did their best to provide for the rest
of the family. We lived in a tiny little rustic dwelling
with barely enough elbow room. However, my
mother did a yeoman’s job of always keeping the
house impeccably clean and organized amidst the
screaming signs of wear and tear of the property.
She said that you never knew if the President might
surprise us and drop in, so you always had to look
your best. Still ringing occasionally in my head are
the lyrics of a popular song from that era by Crosby,
Stills and Nash and they go something like this, “Our
house is a very, very, very fine house….”. And that
was “our house” while growing up. Always spick and
span! Always, very, very, very fine!
Phrases such as “spick and span,” “squeaky
clean,” and “as clean as a whistle” have become
increasingly ingrained in our contemporary
vernacular, thanks to the devastating impact of
COVID-19. Restaurants, grocery stores, and
department stores, to name a few, are all marching
to the same beat in terms of taking extraordinary
measures to protect the health of their customers
and staff from COVID-19. And when it comes to
healthcare settings, the bar is set
even higher as one
would expect. In
dentistry, as you
already know, this
is due to the close
physical proximity
between a patient,
a treating dentist and
dental personnel along
with the presence of
dental aerosols, sprays
and splatter.

This leads us to the topic of infection control
which all of you are undoubtedly hyper-focused
on especially during these unprecedented times.
How well are you doing with infection control? Do
you have an infection control czar assigned in your
practice or clinic? Do you have an infection control
plan? Do you conduct regular and frequent selfaudits to ensure that your practice is in compliance
with applicable requirements? Is your “house of
infection control” in order?
Please refer to the accompanying quick-reference
tool on infection control. I designed it to resemble a
house with a foundation, pillars, structure and a roof
so that it is easier to understand the requirements.
Please bear in mind that it does not act as a
substitute for statutory requirements but hopefully it
will serve as a guide.
The bottom layer is the “foundation” and consists
of the various sources of legal authority presiding
over infection control. The Occupational Health and
Safety Administration (OSHA) and the Centers of
Disease Control & Prevention (CDC) are the first
two blocks that make up the foundation. The third
block is the Ohio State Dental Board (OSDB) and
also occasionally any executive orders that may be
applicable from other state government sources.
The next layer above is made up of “pillars” and
consists of the key components from a bestpractices perspective. These components are the
“Infection Control Coordinator,” “Infection Control
Plan,” and Infection Control Compliance.” An
Infection Control Coordinator can ensure proper
accountability and responsibility. An Infection
Control Plan is needed for the Coordinator and the
entire team to be effective with infection control
practices. The Infection Control Compliance can be
done through regular self-audits or peer reviews.
External authorities may also periodically conduct
inspections.
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The layer above the pillars is the “structure” and is
also the starting point for the requirements stated
within the Dental Practice Act regarding infection
control. So, we begin with “Patient and Personnel
Protection” that can be referenced in OAC 471520-01. This consists of ensuring all dentists and
dental healthcare workers have immunization against
the hepatitis B virus, proper hand hygiene, and
barrier techniques, such as protecting hands and
face with gloves, face shields, masks, etc. Next is
“Sterilization and Disinfection” that can be referenced
in OAC 4715-20-02. This consists of various
sterilization and disinfection requirements such
as heat sterilization, chemical sterilization, surface
disinfection, single-use items, and dental laboratory
items. The last component of the “structure” is
“Disposal of Sharps” that can be referenced in OAC
4715-20-03. This consists of ensuring sharps are
placed in specified containers and disposed safely.
And finally, the “House of Infection Control” is
then capped with a “roof.” This layer is intended
to fit in with the “house” theme and serves no
other purpose.

If there was ever a time for dentists to ramp up their
efforts with infection control, then it is now! This
is an opportunity for a hallmark moment for the
profession by implementing peer reviews and selfaudits across the board. This proactive step could
potentially alleviate the need for periodic infection
control inspections by the Dental Board. In the
long run, this investment will help dental practices
save money, lower the risk of complaints being filed
with the Dental Board, and provide for a healthier
environment for everyone including their patients
and staff. Be aware that patients are becoming
increasingly vigilant and sophisticated in their
knowledge of infection control, especially at a time
like this when the pandemic is wreaking havoc.
So, is your house in order? Hopefully, it is and I
hope that you’re singing to the tune of “Our House”
and kicking it up a notch when it get’s to “Our house
is a very, very, very fine house…..”!
On behalf of the Ohio State Dental Board, I wish you
a healthy and prosperous new year!

OHIO STATE DENTAL BOARD
INFECTION CONTROL QUICK REFERENCE TOOL

ROOF

NOVEMBER 25, 2020

HOUSE OF INFECTION CONTROL
DISPOSAL OF SHARPS (O.A.C. 4715-20-03)

STRUCTURE

SAFE DISPOSAL

SPECIFIED CONTAINERS

STERILIZATION AND DISINFECTION (O.A.C. 4715-20-02)
HEAT
STERILIZATION

CHEMICAL
STERILIZATION

SURFACE
DISINFECTION

SINGLE-USE
ITEMS

DENTAL LABS
ITEMS

PATIENT AND PERSONNEL PROTECTION (O.A.C. 4715-20-01)

FOUNDATION

PILLARS

IMMUNIZATION

INFECTION
CONTROL
COORDINATOR

HAND HYGIENE

BARRIER TECHNIQUES

INFECTION
CONTROL
PLAN

INFECTION
CONTROL
COMPLIANCE

OHIO STATE DENTAL BOARD (OSDB) & STATE OF OHIO
OCCUPATIONAL SAFETY & HEALTH ADMINISTRATION (OSHA)
CENTERS FOR DISEASE CONTROL & PREVENTION (CDC)
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EMV: What It Is And Why It Matters
By Gina Linert, Senior Product Adviser, Heartland Payroll Services

Have you made the switch to EMV?
If your business hasn’t switched to EMV chip cards from swipe and sign payments,
it could be costing you money.
Although the EMV liability shift went into effect in
October of 2015, nearly one-third of all businesses
still haven’t adopted this change. Has your business
switched? Although there might be many reasons
for staying with the swipe, the risk might be too
great not to switch.
TOP FOUR REASONS TO UPGRADE:
Reduce Fraud: One of the common
consequences of processing non-EMV
payments is the chance for fraud, including
chargebacks, to occur. In total, fraud costs
the average merchant 1.47% of total revenue.
Implementing EMV protects your business against
fraud as it’s virtually impossible to recreate the chip.
However, if your equipment isn’t EMV-compatible,
fraudulent cards can go undetected. According
to Visa, card-present counterfeit fraud dollars was
down 82% in June of 2018 for those who had
upgraded to EMV. Although it isn’t required by law,
your liability in credit card fraud is far higher if you
don’t have the proper terminals in place.

Increase Customer Satisfaction: Customers
have adapted to inserting or scanning
cards instead of swiping, and the added sense of
security provides peace of mind - which is more
important now than ever before. Protect yourself
and your customers through the implementation of
EMV technology.

The Cost of Liability: Your business could
become a target of savvy fraudsters
seeking out businesses that haven’t adopted EMV.
If someone presents a stolen chip card to buy a
$500 gift card or a batch of your products and your
staff swipes the card through a terminal that doesn’t
support EMV, you’re responsible for the purchase.
You are also liable if you swipe or key in a chip card
at the terminal, so ask for another form of payment if
the card isn’t working.

Increased Security: Adopting EMV gives you
another layer of protection by decreasing
your chance of a data breach. If a hacker breaks
into a business’s EMV-enabled system, they can
only obtain an encrypted version of the data – which
is completely useless to fraudsters. Every year,
businesses make national headlines for having data
breaches that expose their cardholders to fraud.
That’s enough to scare anyone into wanting a more
secure checkout!
Don’t procrastinate or blow off EMV adoption as an
added expense - it’s a crucial step in ensuring your
business and your customers are protected!
For more information on EMV contact:
Gina Linert
Senior Product Advisor

Heartland
Payroll Services

330-787-4137
gina.linert@e-hps.com
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Why You (and Your Practice) Should
Be Aware of the Dark-Web
By Russell Howell, CISSP, HealthSecureIT

Without a doubt, the Internet has been a tremendous
advancement for humanity. At no time in history
has so much knowledge been available to nearly
everyone regardless of status, race, or nationality. Of
course, with any new frontier comes those outlaws
who wish to gain from it at the expense of others. In
1620, you might have been set upon by highwaymen
or pirates; today we are plagued by hackers and
identity thieves. Their goals are the same: to take the
gold from your purse!
We are all familiar with the risks posed by hackers
to the dental practice. Not only the damage incurred
by the attacks themselves, but the ongoing damage
from bad publicity and even regulatory fines.
We imagine that ransomware attack, when the
system suddenly shuts down, or a team member’s
workstation goes wonky, but more sophisticated
hacks are rarely discovered for months or even years.
That’s correct—if your practice (or home computer)
has been hacked by a high-level cyber-criminal, you
likely have no idea. This may also be the case if your
vendors or other on-line services have been hacked.

There could be a treasure trove of your personal and
private data and that of your patients available for
purchase on the dark-web.
What is the Dark-Web? It is a hidden part of the
internet, accessible only with specialized software. It is
a digital version of the Wild, Wild, West and this time
there are more outlaws than good guys present. On
the Dark-Web you will find for sale weapons, credit
card numbers, patient medical records, social media
credentials, and even human beings!
Credit card and other personal information is
bundled and sold after being acquired in hacks,
or via corporate spies/thefts. For instance, the
last Facebook hack which consisted of millions of
account emails and passwords can be purchased for
a few hundred dollars in Bitcoin on the Dark-Web.
Less skilled Cyber Criminals purchase this information
by using untraceable digital currency and proceed
to use it in a variety of ways. Simple credit card
and identity theft is very common based on these
Dark-Web purchases. Other uses include scams
where the bad guys convince you they have hacked
your computers because they have a password
(Facebook etc.), and that password is one you
recognize. They then blackmail you into paying to not
have all of your data released.
In this scam, the cyber criminals are relying on the
fact that you likely use the same password for multiple
accounts, and are still using it somewhere, so the
email they send asking for payment seems real to
you. This is the most common scam we have seen
in the past year or so. Of course we also have a
physician client that bought a nice 30-foot sailboat in
the UK that was last seen in Gibraltar, or should I say,
his stolen identity doppelganger bought it with the
good doctor’s identity and credit!
Continued on next page
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Continued from previous page

So, what can the average “non-geek” do to protect
themselves and their practice? Here are some tips:
Use unique passwords for all accounts you
care about! Banks, Credit Cards, Vendors,
and Insurance companies, etc.
Don’t use public Wi-Fi for any sites requiring a
log-in without a VPN, or use your phone hotspot instead!
Do not rely on a cable company-provided
modem/router for network security! This
applies to the office and home. HIPAA requires a
specific level of firewall at your practice. I recommend
the same level of protection at home!

Purchase a credit monitoring product or, at
the very least, use the free report from each
of the Credit Reporting Firms every year, to check
your own credit.
Consider Dark-Web monitoring from a
reputable Information Security Company. This
can be done once a year or can be provided as a
24/7 service which scours the Dark-Web to see if
your private and personal information is already there!
This is the only hassle-free way to find out if you have
already been exposed.
Cyber-crime isn’t going away; if anything it will
only increase as technology evolves. Strategic
partnerships with your vendors, awareness, and a
little common sense will keep the cyber-cutthroats
and scallywags at bay!

Keep your systems up-to-date! Yes, those
Microsoft updates are annoying, but they
happen for a reason.
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“I thank PMA for its relentless efforts and help in organizing and guiding us through the sale
of our dental practice. Their knowledge of the intricacies and vital aspects of the sale were
so important. I strongly urge those looking to sell their practice to seek PMA’s help.”
— Dr. Merle Frankel

Ensure your

FINANCIAL FREEDOM

Will you be financially ready
when you want to retire?
Having financial freedom when you retire requires
knowing what your goals are in advance, proper
planning, getting the most for your practice and
finding the right buyer. Fortunately, the consultants
and PMA Practice Transitions can help you through
each phase of the process. You should allow at
least 3-5 years of planning before you want to sell
your practice. The earlier you start, the better off
you will be.
It is liberating to know a team with decades of
accounting, banking and transaction experience is
there to guide you through one of the most important
decisions of your life.
Start your sparkling future with a visit to
www.pmagroup.net/videos to view our library of
helpful videos for dentists. Check out the rest of
our site to learn about our services/team,
complete a seller (or buyer) profile or read our
articles and e-books.
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